
 
 

February 4, 2021 
 
Consumer Financial Protection Bureau 
1700 G St. N.W. 
Washington, D.C. 20552 
 
 
Docket No. CFPB-2020-0034 
 
Dear Acting Director Uejio, 
 
The Financial Health Network is submitting this letter in response to the advance notice of 
proposed rulemaking on consumer access to financial records published by the Consumer 
Financial Protection Bureau (CFPB) on November 6th, 2020. The Financial Health Network 
strongly believes that securing consumers’ right to access data consistent with Section 1033 of 
the Dodd-Frank Wall Street Reform and Consumer Protection Act would be an important step in 
expanding financial inclusion, furthering financial health, and addressing existing risks 
consumers face in the financial data ecosystem. Accordingly, while recognizing that the 
Bureau’s first priorities are to address the effects of the Covid-19 Crisis and the inequities that 
plagues our financial services system, the Financial Health Network nonetheless encourages 
the Bureau to maintain its focus on this issue to ensure that risks to consumers do not fester 
and to unlock the potential of §1033 to achieve the Bureau’s mission of expanding access and 
promoting competition and innovation in consumer financial services.  
  
The Financial Health Network is the leading authority on financial health. We are a trusted 
resource for business leaders, policymakers, and innovators united in a mission to improve the 
financial health of their customers, employees, and communities. Through research, advisory 
services, measurement tools, and opportunities for cross-sector collaboration, we advance 
awareness, understanding, and proven best practices in support of improved financial health for 
all. 
 
Since we first convened stakeholders to address this issue in 2015, we have been a leading 
voice in the ongoing dialogue with respect to how the financial data ecosystem should be 
governed and how financial data can be used to improve consumers’ financial lives. Our 2016 
report on Consumer Data Sharing Principles1, which preceded the Bureau’s own principles, and 

1 Consumer Data Sharing Principles: A Framework for Industry-Wide Collaboration; Asrow and Brockland; 
Financial Health Network, 2016.  
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our 2017 report on Liability, Transparency, and Consumer Control in Data Sharing2 played early 
and formative roles in shaping the thinking around §1033, and have since been widely cited by 
various stakeholders.  
 
As those reports make clear, we believe that access to financial data has the potential to make 
financial services accessible to consumers who are currently excluded, and to empower 
consumers to more effectively control their financial lives.  However, we also believe that access 
to financial data presents new risks to consumers, including risks involving inaccuracy, liability, 
security, discrimination, and privacy. The Bureau can address and mitigate these risks, but only 
if it does so as quickly and comprehensively as possible, before problematic practices get 
hardwired into the financial services system. 
 
It is beyond the scope of this comment to identify -- let alone answer --  the full panoply of legal 
and policy issues that ultimately need to be resolved to assure a well-functioning financial data 
ecosystem. Instead, we refer the Bureau to our working paper Consumer Financial Data: Legal 
& Regulatory Landscape,3 which we prepared last year in collaboration with FinRegLab, 
Flourish Ventures, and the Mitchell Sandler law firm. That paper describes in detail the federal 
framework governing consumer financial data in the United States and calls out open questions 
raised by those laws and marketplace developments. 
 
The remainder of this comment letter briefly discusses the state of the financial data ecosystem 
in the United States and some of the potential consumer benefits and risks the Bureau should 
consider as it proceeds with this rulemaking. We explain why we believe it would be a mistake 
to let this rulemaking fall by the wayside despite other, pressing priorities, and urge the Bureau 
to use its authority to affirm consumers’ right to access their financial data and protect 
consumers from emergent risks. We also encourage the Bureau to coordinate with other 
regulators to ensure appropriate supervision of data aggregators, reconsider whether it has the 
authority to consider data security risks during the examination process, and strongly consider 
whether direct supervision might be appropriate of those aggregators who are service providers 
to supervised entities or who are larger participants in the data aggregation market. 
 
 
 
 
 

2 Liability, Transparency and Consumer Control in Data Sharing; Asrow and Brockland; Financial Health 
Network, 2017.  
3 Consumer Financial Data: Legal and Regulatory Landscape; Financial Health Network, FinRegLab, 
Flourish Ventures, Mitchell Sandler, 2020.  
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The State of the Financial Data Ecosystem 
 
In our written statement submitted in advance of the Bureau’s 2020 Symposium on Consumer 
Access to Financial Records, we provided an assessment of the financial data ecosystem 
against the Consumer Data Sharing Principles we articulated in 2016.4 Despite the Bureau 
having issued its own principles in 2017 to provide guidance to stakeholders, we believe the 
ecosystem continues to fall well short of the inclusive, secure ecosystem we have long 
envisioned. Below, we briefly discuss this in the context of each of our five principles.  
 

● Availability: Broadly speaking, consumers in the United States today are able to access 
their financial data for use within the third-party application of their choice. This is 
partially the result of joint efforts by efforts by banks, data aggregators, and standard 
setting bodies, but is also largely due to some data aggregators’ use of 
credential-sharing and screen-scraping to allow for connectivity in the absence of 
Application Program Interfaces (APIs) or bilateral contracts. However, continued 
regulatory ambiguity around the scope of the rights granted by §1033 (and even whether 
those rights are currently operable) has created opportunities for data holders to 
unreasonably restrict data fields and charge fees for data access. The discussion at the 
Bureau’s symposium revealed the cramped reading of §1033 that some data holders 
have adopted and the threat that poses to the ability of the statute to achieve its 
objective. 
 

● Reliability: While the widespread use of credential-sharing and screen-scraping has 
helped to make consumer financial data available, it has not helped to assure its 
reliability. In addition to itself being less reliable than data sharing via APIs, these 
practices have provoked disputes between data holders and data aggregators that have 
led to service interruptions for consumers using third party applications. Moreover, even 
where APIs are used for data access under a bilateral contract between a bank and a 
data aggregator, the scope of data access may vary from institution to institution, 
producing varying levels of consistency. 
 

● Consent: While consumers, at least in form, do provide consent for their financial data 
to be shared, it is doubtful that consumers are aware of precisely what they are 
consenting to or how to view, modify, or revoke their consent. Though various industry 
stakeholders have taken steps to improve upon this by creating consumer-facing 
dashboards, much more needs to be done to make consent more meaningful.  The 
Financial Health Network is in the process of completing a nationally-representative 

4 Testimonial: CFPB Consumer Access to Financial Records Symposium; Murphy; Financial Health 
Network, 2020.  
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consumer survey to explore the extent of consumer understanding, and we will share 
that with the Bureau as soon as it is complete. 
 

● Security: The financial data ecosystem’s over-reliance on credential-sharing and 
screen-scraping has created numerous and well-known challenges for data security, 
including having been cited as an emerging source of fraud by the Financial Crimes 
Enforcement Network (FinCEN). Efforts among industry-led stakeholder consortia to 
move away from screen scraping are welcome and seem to have gotten more traction of 
late, but uptake of technical standards remains limited. Moreover, accusations that some 
data aggregators share data in unencrypted, plain text files are deeply concerning, and 
underscore the need for greater oversight. 
 

● Minimization: While it is difficult to be sure of the financial data ecosystem’s progress 
on minimization, it remains unlikely that industry will come to a consensus on best 
practices without involvement from regulators. There is considerable evidence that some 
aggregators pull data in greater amounts and with greater frequency than is required for 
the purposes for which the consumer gives their consent. Some aggregators have even 
been accused of continuing to pull data from consumers’ accounts after they have 
terminated the third-party app for which they permissioned access. In the absence of 
legal limitations, incentives remain to pull more data than needed for a particular use 
case in order to enable revenue models that are out of step with consumers’ 
expectations. 
 

In light of this continued stasis, we remain convinced that action from the Bureau is needed to 
force the financial data ecosystem to live up to the principles that we and the Bureau have 
staked out.  Without such action, competing incentives between stakeholders are unlikely to 
change enough to produce an ecosystem that puts the interests of consumers first.  
 
Against this background, we describe below the benefits that consumers stand to realize from a 
well-functioning data ecosystem and the financial incentives that stand as obstacles to 
achieving those benefits.  We then outline the risks consumers face in the system as it operates 
today.  It is because of both the potential benefits and the extant risks that we believe regulatory 
action is needed. 
 
 
Consumer Benefits and Countervailing Incentives 
 
A well-functioning financial data ecosystem can benefit consumers in a number of ways. We 
discuss five of them below.  
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Enabling Consumers to Vote With Their Feet  
 
The emergence of neo-banks and challenger banks means that there are now an increasing 
number of high quality, low-cost checking account options available to consumers.  However, it 
is both inconvenient and expensive for consumers to move their checking account. For 
consumers who have set up direct deposit or direct debits, switching involves a great deal of 
time and energy, and puts the consumer at risk of missing payments if the debits and deposits 
do not move in tandem. As such, banking relationships are notoriously sticky, regardless of the 
cost or quality of the product being provided.  
 
This is wholly unnecessary in the digital age, and these burdens could be minimized with robust 
data access. Indeed, one data aggregator in the United States recently announced a service 
allowing consumers to switch the direct deposit destination of their paycheck from one account 
to another.5 However, it is not in the interest of data holders to facilitate such data access, since 
doing so would mean they would lose their captive relationships and the economic advantages 
that come with those relationships. 
 
 
Enabling Comparison Shopping 
 
For many consumer financial products and services, the cost of the product for any given 
individual depends on how that consumer uses it. Unfortunately, consumers are notoriously 
unreliable in predicting their own behavior and usage, and the salience of some terms and fees 
may not be discernible even to an unusually self-aware consumer. However, any given 
consumer’s existing financial data can be used to help them find products that will be most cost 
effective for that individual. 
 
Again, however, it is not in the interest of data holders to facilitate such data access and put 
their customer relationships at risk, nor is it in their interest to make the salience of certain terms 
and fees more apparent.6 By assuring access to financial data, the Bureau can help to lower 
search costs for comparison shopping, incentivizing financial institutions to compete on the 
basis of the ability of their products to improve consumers’ financial health. 
 
 

5 Introducing Plaid Deposit Switch: Automating account funding; Cornall; Plaid, 2021. 
6 Shrouded Attributes, Consumer Myopia, and Information Suppression in Competitive Markets; Laibson 
& Xavier; National Bureau of Economic Research, 2005. 
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Reducing Overdraft Costs 
 
Consumers living paycheck to paycheck often have to decide when it is safe to make a debit 
card purchase without triggering a costly overdraft, but it is often not obvious when they are at 
risk. Indeed, the Bureau’s research indicates that a substantial share of overdrafts are 
attributable to purchases which are covered when made but not by the time the purchases 
clear.7  Access to financial data can help consumers avoid these costly mistakes. This would be 
a significant win for consumers, but is not in the interest of banks who depend on overdraft fee 
revenue to subsidize their checking account business, and who control access to the data 
needed to help consumers avoid those fees. 
 
 
Facilitating Savings & Optimizing Bill Payments 
 
It is also difficult for consumers living paycheck to paycheck to manage immediate liquidity 
needs while building an emergency savings account and ensuring that bills are paid on time. 
Juggling these necessities requires keeping watchful eye on inflows and outflows, knowing with 
relative certainty when various credits and debits will clear, and knowing when particular 
payments are due. Managing this is essential for consumers’ financial health, since even a 
small emergency savings account can make an enormous difference in a pinch, and missing a 
few bill payments can damage a consumer’s credit score. These challenges can be automated 
away, but not without access to consumers’ financial data to help consumers build their savings 
and pay their bills on time.  
 
 
Expanding Access to Credit 
 
There are between 45 and 60 million consumers who lack credit records or whose records are 
too thin or too stale to score.8 Many of these consumers have demonstrated their 
creditworthiness through their payment of rent, utilities, telecommunications bills, and other 
expenses, but these data sit outside the credit reporting system. Cash flow data can unlock this 
unreported history and enable some of these invisibles and unscorables to obtain credit. A 2019 
study from FinRegLab demonstrated the predictive validity of using cash flow data from 
consumers and small businesses for credit underwriting, finding that cash flow scores were at 
least as predictive as traditional credit scores, and have the potential to expand access to 

7 Data Point: Frequent Overdrafters Frequent Overdrafters; Low, Nagypal, Parrish, Skhirtladze, Stone; 
Consumer Financial Protection Bureau, 2017, at 26. 
8 Data Point: Credit Invisibles; Brevoort, Grimm, and Kambara; Consumer Financial Protection Bureau, 
2015, at 6.  
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historically underserved populations. When combined with traditional credit scores, the 
combination was found to be even more predictive.9 More recently, cash flow underwriting has 
proven to be a useful tool for some lenders throughout the pandemic, since it reflects a more 
current picture of a borrower’s creditworthiness than traditional credit scores, which are 
necessarily backwards looking.  
 
While all consumers stand to benefit from access to financial data, the challenges described 
above are disproportionately experienced by communities of color. The Bureau’s research has 
shown that Black and LatinX consumers are disproportionately credit invisible or unscorable, 
and thus more likely to be shut out of the mainstream credit system.10 Similarly, Black and Latinx 
consumers are more likely to incur overdraft fees,11 and less likely to have a savings buffer than 
White consumers.12 Access to financial data can help to address these inequities. As the 
Bureau redoubles its focus on racial equity, we encourage it to pay close attention to how 
access to financial data can benefit communities of color, and to any risks of disparate impact it 
raises, as discussed below.  
 
These examples are illustrative -- but not exhaustive -- of the myriad ways in which access to 
financial data can expand financial inclusion and empower consumers to enhance their financial 
health. The fact that there are such exemplars in the market today using data in each of the 
ways described above is indicative of the progress that has been made in the ability of 
consumers’ to access their data.  At the same time, if access to financial data were assured by 
regulation, we have no doubt that innovators would continue to find new ways, and expand on 
existing ways, to use financial data to design products and services that promote financial 
health. However, without this assurance, progress may be stalled and these benefits will 
continue to be on tenuous footing, undermining their potential impact. 
 
 
Consumer Risks 
 
Many observers have pointed out that while the U.S. lags behind its peers in erecting a 
regulatory framework for access to financial data, it leads them in terms of market adoption. 
Though some see this as an argument for light touch regulation, the truth is that this 

9 The Use of Cash-Flow Data in Underwriting Credit: Empirical Research Findings; FinRegLab, 2019. 
10 Data Point: Credit Invisibles; Brevoort, Grimm, and Kambara; Consumer Financial Protection Bureau, 
2015 at 6.  
11 Overdrawn: Persistent Confusion and Concern About Bank Overdraft Practices; Pew Charitable Trusts, 
2014 
12 U.S. Financial Health Pulse: 2019 Trends Report; Brockland, Celik, Dunn, Garon, and Wilson; Financial 
Health Network, 2019, at 28; Disparities in Wealth by Race and Ethnicity in the 2019 Survey of Consumer 
Finances; Bhutta, Chang, Dettling, and Hsu; Board of Governors of the Federal Reserve System, 2020.  
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laissez-faire approach not only stands in the way of fully realizing the potential benefits of data 
access as discussed above, but also has created numerous risks for consumers. Here, we 
discuss these risks and address a number of the Bureau’s questions about legal requirements 
other than §1033.  
 
 
Accuracy 
 
The ability of access to financial data to enable the beneficial products and services described 
above depends greatly upon data accuracy. The stakes of accuracy vary by use case, but the 
importance of ensuring accuracy has not diminished since the Fair Credit Reporting Act (FCRA) 
was passed over 50 years ago.  
 
Unfortunately, the applicability of FCRA’s accuracy protections to the evolving financial data 
ecosystem is a matter of great uncertainty, leaving data holders, data aggregators, and third 
party service providers without legal incentives to adequately ensure accuracy. We discuss 
these tensions in detail in our recent collaborative working paper, Consumer Financial Data: 
Legal & Regulatory Landscape.13 We also discuss ambiguity around error corrections under the 
Electronic Fund Transfer Act (EFTA) and Regulation E, which could in theory create 
opportunities for underlying data to remain inaccurate even after a disputed transaction has 
been adjusted.14 
 
As the Bureau considers rulemaking on §1033, we believe it should also consider addressing 
these open questions in order to ensure that access to financial data does not come at the 
expense of data accuracy. Insofar as obligations are placed on data aggregators (especially 
those who manipulate the data they obtained before transmitting it), the Bureau should prioritize 
use cases that involve credit underwriting. Ultimately though, the Bureau should strive to enable 
a financial data ecosystem in which the maximum amount of accuracy that can reasonably be 
achieved is ensured in every use case. 
 
 
Liability 
 
The prevalence of credential-sharing and screen-scraping combined with regulatory uncertainty 
creates consumer risks with respect to liability allocation under EFTA and Regulation E. More 

13 Consumer Financial Data: Legal & Regulatory Landscape, Financial Health Network, FinRegLab, 
Flourish, & Mitchell Sandler, 2020, at 85, 103, and 104. 
14 Consumer Financial Data: Legal & Regulatory Landscape, Financial Health Network, FinRegLab, 
Flourish, & Mitchell Sandler, 2020, at 163. 
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specifically, because credential sharing and screen scraping are ubiquitous in the financial data 
ecosystem, questions about who is liable for unauthorized transactions using consumers’ login 
credentials abound. Though the ultimate solution to this issue is to move the financial data 
ecosystem away from credential-sharing and screen-scraping, doing so is likely to be a long 
process, and providing regulatory clarity could help to protect consumers in the meantime. We 
discuss the legal uncertainties giving rise to consumer risks in detail in our recent collaborative 
working paper, Consumer Financial Data: Legal & Regulatory Landscape.15 
 
While these questions are hotly debated, we believe that from a financial health perspective, the 
worst possible outcome would be for consumers to be found liable for unauthorized 
transactions, particularly when the Bureau’s existing authority could prevent this. As such, we 
call on the Bureau to make clear in conjunction with any rulemaking on §1033 that consumers 
are not liable for unauthorized transactions originated with login credentials a consumer has 
shared with a data aggregator. 
 
 
Security 
 
As discussed above, the persistence of credential-sharing and screen-scraping, along with 
accusations of careless data security practices, presents security risks to consumers by opening 
them up to fraud and identity theft. But even if data were accessed only through secure means, 
such access nonetheless results in data residing in more than one place and thus increases the 
security risk.  This is problematic due to the inconsistent oversight of many entities in the 
financial data ecosystem, particularly non-banks. As discussed in Consumer Financial Data: 
Legal & Regulatory Landscape, it is not clear that all entities engaged in accessing data are 
subject to sufficient direct supervision or supervision as third-party service providers.16 As the 
Bureau considers these risks in the context of §1033, we believe it should consider whether 
bringing aggregators under direct supervision via larger participant rulemaking would be 
appropriate. Even if the Bureau does not go so far, it should work with other regulators to issue 
interagency guidance that clarifies when aggregators are subject to oversight as third-party 
service providers, and it should reconsider whether it has the authority to consider data security 
risks during their examination process, as recommended by the Government Accountability 
Office.17 
 

15 Consumer Financial Data: Legal & Regulatory Landscape, Financial Health Network, FinRegLab, 
Flourish, & Mitchell Sandler, 2020, at 155 and 168. 
16  Consumer Financial Data: Legal & Regulatory Landscape, Financial Health Network, FinRegLab, 
Flourish, & Mitchell Sandler, 2020, at 74, 78, and 121. 
17 Consumer Data Protection: Actions Needed to Strengthen Oversight of Consumer Reporting Agencies, 
Government Accountability Office, 2019, at 26 and 27. 
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Discrimination 
 
As the Bureau re-prioritizes fair lending issues and seeks to otherwise identify and address 
practices that disproportionately impact communities of color, it should work to ensure that 
access to financial data does not create new risks of disparate impact, as many fear.18 
Research by FinRegLab has indicated that the use of cash flow data in credit underwriting does 
not create a disparate impact among protected populations, and indeed that it may hold promise 
for the inclusion of historically underserved borrowers.19 However, further study is needed to test 
these results with different data and additional analyses. To the extent there are opportunities 
for the Bureau to use its supervisory, research and market monitoring capabilities to obtain and 
analyze data from other cash flow underwriters, we urge the Bureau to do so, to make its 
findings public, and, of course, to take action to remedy any unlawful disparate impact resulting 
from access to financial data. 
 
 
Privacy 
 
Notwithstanding the discussion of potential benefits described above, it is paradoxical that at a 
time when personal data seems to be flowing too freely among dominant technology 
companies, the Bureau must consider undertaking a rulemaking that would affirm greater 
access to financial data. However, not unlike the free flow of data in the wider technology 
sector, the sparsely regulated flow of financial data generates risks to consumers’ privacy that 
underscore the need for a broader framework of consumer data rights and protections. 
 
In the financial data ecosystem today, consumers have little way of understanding the 
movement, use, storage, and persistence of their data once they have given permission for it to 
be shared, nor are they likely to be informed by disclosures. There are several reasons for this. 
First, a growing body of research has shown that the volume of disclosures a given consumer 
receives, the poor readability of each individual disclosure, and the fact that disclosures are 
given on “take it or leave it” terms makes it all but impossible for consumers to protect 
themselves against privacy policies that are not to their liking.20 Second, consumers’ ability to 
understand the flow of data within the financial data ecosystem in particular was long hampered 
by data aggregators’ use of banks’ branding to make it appear as if the consumer was on their 

18 Consumer Financial Data: Legal & Regulatory Landscape, Financial Health Network, FinRegLab, 
Flourish, & Mitchell Sandler, 2020, at 129. 
19 The Use of Cash-Flow Data in Underwriting Credit: Empirical Research Findings, FinRegLab, 2019, at 
31. 
20 The Role of Individuals in the Data Ecosystem: Current Debates and Considerations for Data Protection 
and Data Rights in the United States, Asrow, Federal Reserve Bank of San Francisco, 2020, at 24. 
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bank’s website. This practice has since been discontinued by a leading data aggregator, but 
consumers who permissioned their data while it was in use may still be unaware of the 
existence of data aggregators. The forthcoming survey by the Financial Health Network 
referenced above will shed further light on these issues, and on what consumers understand 
about the financial data ecosystem in particular. 
 
With the significant limitations of consumers’ ability to protect their own privacy in mind, the 
dearth of regulatory protections for consumers’ financial data becomes all the more troubling. As 
discussed in Consumer Financial Data: Legal & Regulatory Landscape, the few existent privacy 
protections for consumer financial data are subject to numerous exceptions for affiliates and 
complex rules around reuse and redisclosure.21 The result is that there are myriad opportunities 
for entities in the financial data ecosystem to obtain, pass on, or use financial data for purposes 
other than the purpose for which they were originally permissioned. With consumers unable to 
perceive this or negotiate even if they could, market participants have little incentive to try to 
differentiate themselves from competitors by offering superior privacy policies. 
 
To the extent possible, we encourage the Bureau to require that data access be limited to the 
data needed for the permissioned use case, to require that data be deleted once it is no longer 
needed or permission has been revoked, and to prohibit the sharing of permissioned financial 
data for purposes other than those for which it was permissioned. Doing so would lessen the 
unreasonable burden consumers currently have to dissect onerous privacy disclosures to 
identify potential uses of their data they are not in agreement with.  
 
As the Bureau considers how it might accomplish this, it should also be mindful of the limitations 
of data anonymization, as discussed in detail in Consumer Financial Data: Legal & Regulatory 
Landscape.22 
 
 
Recommendations 
 
Having discussed the state of the financial data ecosystem and the various benefits and risks 
associated with access to financial data, we recommend the Bureau seize this opportunity to 
make broad use of its authority not only to implement §1033, but also to address interlocking 
questions around accuracy, liability, security, discrimination, and privacy that may arise under 
other federal consumer finance protection laws. As others have written, the right to data 

21  Consumer Financial Data: Legal & Regulatory Landscape, Financial Health Network, FinRegLab, 
Flourish, & Mitchell Sandler, 2020, at 66 & 67. 
22 Consumer Financial Data: Legal & Regulatory Landscape; Financial Health Network, FinRegLab, 
Flourish, & Mitchell Sandler, 2020, at 56. 
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portability alone is less likely to achieve its aims than if accompanied by a broader suite of 
consumer data rights and protections.23 
 
Specifically, we call on the Bureau to do the following. 
 

1. Affirm that §1033 is in effect and resolve any interpretive question it poses, including 
determining what data can be excluded as "confidential commercial information.” 

2. Clarify when and how the provisions of FCRA aimed at assuring accuracy apply in the 
data aggregation context. 

3. Clarify that consumers are not liable, and should be made whole, for unauthorized 
transactions originated with login credentials a consumer has shared with a data 
aggregator.  

4. Work with other regulators to issue interagency guidance that clarifies when aggregators 
are subject to oversight as third-party service providers. 

5. Reconsider its authority to examine data security risks during the examination process. 
6. Consider bringing aggregators under direct supervision via larger participant rulemaking.  
7. Use its supervisory, market monitoring, and research capabilities to study the impact of 

cash flow underwriting on protected classes and correct any unlawful disparate impacts 
identified as a result of such study. 

8. Adopt a model disclosure for use in permissioning data. 
9. Limit data access to the data needed for the permissioned use case.  
10. Preclude data from being used or retained once it is no longer needed for the 

permissioned use case or permission has been revoked. 
11. Prohibit the sharing of permissioned financial data for purposes other than those for 

which it was permissioned.  
 
If the Bureau finds itself facing significant resource constraints due to competing priorities, it 
should at the very least undertake a rulemaking to affirm that §1033 is in effect, clarify what data 
can be excluded as "confidential commercial information" and what data can be accessed for 
known use cases, and adopt a model disclosure for use in permissioning data. However, such a 
narrow approach to this issue would leave almost all of the risks to consumers unaddressed, 
and thus would seem to be contrary to the Bureau’s consumer protection mandate.  
 
 
 
 
Sincerely,  

23 The Role of Individuals in the Data Ecosystem: Current Debates and Considerations for Data Protection 
and Data Rights in the United States; Asrow; Federal Reserve Bank of San Francisco 
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https://www.frbsf.org/banking/files/The-Role-of-Individuals-in-the-Data-Ecosystem-Full-Report.pdf
https://www.frbsf.org/banking/files/The-Role-of-Individuals-in-the-Data-Ecosystem-Full-Report.pdf
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